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IIJI1 UCTOUYHUKA

»> Bpl6epuTe, KOMY OTIIpaBJIseTe JOKYMEHTHh1 M MHGopMaiuio

Ka)K,D,bII?I adKKayHT SECUTGDTOQ HE3aBUCUM, a OTrpaBJ/iI€HHbIE OOKYMEHTbI MOT'YT ObITb CKa4aHbl
TOJIbKO XYpPHannctamMun, KOToOpbiM OHU Oblnn OTrnpaB/iEHbI.

Y BCex opraHu3aumii ecTb LiefieBble CTPaHULbl, KOTOpPbIe NpeanaratoT CBOM peKoMeHaauum no
ucnosb3oBaHuto SecureDrop. CoBETYEM NPOCMOTPETb COOTBETCTBYIOLLYHO CTPaHULLY OpraHu-
3auuu, Nnepen TeM Kak OTNpPaBuUTb AOKYMEHTbI UK MHcbopMaLuuio.

Y 60/blUMHCTBA OpraHn3auui LeneBas cTpaHuua 4OCTYMHa Ha raBHOWM cTpaHuue ocuunanb-
Horo canTta. Takxe MOXeTe 03HaKOMUTbLCS C HEMOJHbIM CMIMCKOM OpraHvMsaLmi, MPUHUMaro-
Wwnx 3asaBKKu yepes SecureDrop Ha nHopmaunoHHoMm canTe SecureDrop Directory, koTopbin
nopaepxunaerca doHgom CBoboabl Mpecchl.

» YcTaHoBuUTe 6pay3ep Tor

Y SecureDrop 06Le[0CTYNHbIV UCXOAHBbIN MHTepdbenc: BeG-canT, Ha KOTOPOM UCTOYHUKM MOTYT
co3faBaTb aHOHVMMHbIE YYeTHble 3anucuy, 0TNpaBNATb haisbl u cooBbLLEHNSA U NPOBEPATb OTBETbI.

Kax b ucxogHbin MHTepdenc JocTyneH Tonbko nocpeactsoM Tor Hidden Service, koTopbin
ABNsSieTCA crneymanbHbIM TUMOM Beb-caiTa ¢ agpecoM, 3aKaHYMBaKOLWMMCS Ha «.0Nion», KOTO-
pbIVi OCTYNEH TONbKO Yepes Tor.

Tor sBNsieTCA aHOHMMHOW CeTb, KOTOopas 3aTpyaHAET Ansa noboro, KTo HabnopaeT 3a CeTbio,
CBsI3blBaTb JIMYHOCTb Nosib3oBaTens (Hanpumep, IP-agpec cBoero KOMNbIOTEPA) C UX AesATeNb-
HoCTbto (HanpuMmep, 3arpyxaTtb MHcpopMauuto B SecureDrop).

CambIv nerkun n 6esonacHbin cnocob ncnonb3oBaTtb Tor — ckayaTb Tor Browser ¢ canta Tor
Project. Tor Browser - 310 MoanduumpoBaHHas Bepcusi Be6-6paysepa Firefox, npegHasHayeH-
Hasi 4nsa 3alWnTbl Bawen 6e30nacHOCTU U aHOHMMHOCTM NpY UCMoib30BaHMK Tor.

Mocne Toro, Kak Bbl yCTaHOBMAN y Bac Tor Browser, 3anycTuTe ero u BBeguTe afpec «.onion»,
yTOoG6bI 3arpy3nTb MHTEPENC OpraHM3aL MK, KOTOPOW Bbl XOTUTE OTNPaBUTb MHpopmMaumio (K
npumepy, ato agpec RISE Moldova: 6lhmirnluwmvjw4z.onion). 3ToT agpec MOXHO HalNTU Ha
LeneBon cTpaHuue opraHmsauum (www.rise.md/leaks) unm B SecureDrop Directory (ecnim oH
ony6nMKoBaH).

XoTs ucnonb3oBaHue Tor Browser Ha BalleM NepcoHanbHOM KOMMbHOTEPE NOMOraeT CKpbITb
Bally JeATeNbHOCTb B CETU, OH OCTaBNSAET cniefbl (M3 COBCTBEHHOW YCTAaHOBKM) Ha BalLEM J10-
KanbHOM KoMnbtoTepe. [1ns ele 6osblueit 6e30NacHOCTU Mbl PEKOMEHAYEM 3arpyXaTb faHHble
B OHJ1aliH cUCTeMYy, Takyto Kak Tails. Tails cneymanbHo co3aaH ans paboTbl Ha BalleM KOMIMblO-
Tepe, He OCTaBNAA CJIe0B Ballel akTUBHOCTH, U aBTOMAaTMYECKUN HanpaBJsieT BCe Baluu UHTep-
HeT-Bpaysepbl Yepes Tor, 4ToObl Bbl MOrM 6e3onacHo nosyunTb focTyn K SecureDrop.


https://docs.securedrop.org/en/stable/index.html#
https://securedrop.org/directory
https://www.torproject.org/
https://www.torproject.org/
https://www.rise.md/leaks/
https://securedrop.org/directory
https://tails.boum.org/
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» KaK mepemaThb fOKYMeHTbl IIepBbIA pa3?

OTkpounTe HGpaysep Tor M nepenguTe K agpecy .onion s uHTepdenca ¢ UICTOYHUKOM
SecureDrop, KOTOPOMY Bbl XOTUTE OTNPaBUTb AaHHble. CTpaHuLa [OSHKHA BbIMALETb NPUMEPHO
Tak, KakK NoKa3aHO Ha CKPUHLLIOTE HUXeE, XOTA Y Hee, BePOSITHO, ByeT TIoroTun, XxapakTepHbIv s
opraHunsaLmu, KOTopon Bbl OTNpaBsieTe MHCPOPMaLUIO.

SecureDrop | Protecting Journalists and Sources - Tor Browser - @B X

| §9 SecureDrop | Protect... % | +

St @ - < @]wagej7aocitwk5xr.onion | & ||Q Search | D =

We recommend turning the Security Slider to High to protect your anonymity:

Submit documents Already submitted
for the first time something?

If this is your first time submitting If you have already submitted
documents to journalists, start here. documents in the past, log in here to

check for responses.
& SUBMIT
DOCUMENTS

® CHECK FOR A
RESPONSE

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4.

Ecnu BbI BNepBbie ucnonb3yeTte 6paysep Tor, BEpOATHO, UTO Yy Bac BKIOYeH Javascript u cnangep
6e3onacHOCTH, NpefocTaBnsieMbin 6pay3epom Tor. B BepxHel YacTu cTpaHuLbl NosaBUTCS hu-
0J1IeTOBbIV NpepynpexaaroLmi 6aHHep, KOTOPbIN NONPOCUT Bac OTKJIOYMTb Javascript u BKIO-
ynTb cnangep 6e3onacHoOCTM Ha «BbICOKMIAX:

Tor Browser Security Settings x

Security Level

O High At this security level, the following
changes apply (nouseover for details):

JavaScript is disabled by default on all sites.

On sites where JavaScript is enabled,
performance optimizations are disabled. Scripts
M=dium on some sites may run slower.

HTMLS video and audio media become click-
to-play via NoScript.

Some mechanisms of displaying math

equations are disabled.
L default Some font rendering features are disabled.
L) Some types of images are disabled.

Some fonts and icons may display incorrectly.

Cancel OK
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HaxmuTte Ha npegynpexpaarolem 6aHHepe Ha «Learn how». Mocne noABUTCA 00bACHEHME KaK
e3aKTuBMpoBaTb Javascript u BkounTb cnangep. Ecnv Bbl nocnenyete MHCTPYKUUSIM, CTpa-
HMLa [O/MKHA aBTOMAaTMYeCKM aKTUBMPOBATbLCS. 3aNoMHUTE, YTO Y BaC USMEHUTCSA crangep v
OyneT peakTMBupoBaH Javascript gns kaxon ctpaHuubl 6pay3epa Tor. 3To COXpaHUTCA U B
nocnenyrLLmMx CECCUAX.

SecureDrop | Protecting Journalists and Sources - Tor Browser - @ x

/ & SecureDrop | Protect... » ""-.\+

S @ - ¢ ®©|waqgej7aocitwk5xr.onion | & ||Q Search | o)

We recommend turning the Security Slider to High to protect your anonym or ignore this warning to continue. %

You appear to be using the Tor Browser. You can
i i i i 1 - -
turn the Security Siider to High in 4 easy steps! lit documents Already submitted

1. Click the "Tor icon in the toolbar above he first time something?

2. Click Security Settings...
3. Turn the Slider to High, then click Ok
4. Click here to refresh the page Ir first time submitting If you have already submitted

to journalists, start here. documents in the past, log in here to

. check for responses.
SEc“REnRUP & SUBMIT
DOCUMENTS

® CHECK FOR A
RESPONSE

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4.

CTpaHuua fomkHa BbirsgeTb aHanorMyHo aKpaHy Ha KapTUHKe CHU3Y. Ecnuv Bbl Ucnonb3yeTe B
nepsbin pa3 SecureDrop, HaxmuTe Ha "Submit Documents”.

SecureDrop | Protecting Journalists and Sources - Tor Browser - @B x

,f';l & SecureDrop | Protect... » \"\\+

® &~ ¢ ')|®|WQer?aociMk5xr.onion | & ||Q Search | v =

Submit documents Already submitted
for the first time something?

If this is your first time submitting If you have already submitted
documents to journalists, start here. documents in the past, log in here to

check for responses.
& SUBMIT ® CHECK FOR A
DOCUMENTS RESPONSE

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4.
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Mocre Ha aKpaHe JoMKeH MOSBUTLCA CEKPETHBIN Ko, KOTOpbI creHepupoBan SecureDrop.
3arnoMHu1Te, 4TO 3TOT KOJ He ByeT UAeHTUYEH WITPUX-KOAY, yKasaHHOM Ha U300paxeHUN HUXe.

0ueHb BaXKHO COXPaHUTb 9TOT Koz W Aepxatb ero B TaniHe NUUICRGIIE IR WISV =R o)

Ko, MOXET NoHaA06uUTbCA st ayTeHTUMKaLUM U NPOBEPKU OTBETOB.

CaMblIin yywmii cnocob o6esonacuTb Ko — 3TO 3aMOMHUTL ero. B ciyyae, ecnum Bbl He MOXeTe
€ro 3anoMHUTb Cpa3y, peKOMeHIyeM HanucaTb ero u fepxaTtb B 6e3onacHoM mMecTe. Ho co Bpe-
MeHEeM, COBETyeM BaM €ro 3anoMHUTb, a KOMUIO YHUUTOXUTbD.

MNocne reHepMpoBaHMA U COXpPaHEHUs Koaa, HaxmuTe Ha "Continue”.

SecureDrop | Protecting Journalists and Sources - Tor Browser - @ X
| & SecureDrop | Protect... % | +
2 @& - (- | @ | wagejTaocitwk5xr.onion/generate | ||Q Search e =
Welcome

This codename is what you will use in future visits to receive messages from our journalists in response to

SEEUREDRBP what you submit on the next screen.

n catering zit isotope consonant tiny shriek provider E

Because we use none of the traditional means to track users of our SecureDrop service, using this
codename with future visits is the only way we have to communicate with you, should we have questions or
are interested in additional documents. Unlike passwords, there is no way to refrieve a lost codename.

Please either write this codename down and keep it in a safe place, or memorize it.

ALREADY HAVE A CODENAME? @ CONTINUE

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4

3aTteM Bbl ByfeTe nepeHanpaeieHbl Ha MHTepdenc OTNPaBKK, FAe Bbl MOXETe 3arpy3vTb [OKY-
MEHT, BBECTM COOOLLLEHNE AJ1s1 OTAPaBKM XypHanucTam Wim 1 1o, u apyroe. Bel MoxeTe oTnpaB-
NATb TOJIbKO OAUH [OKYMEHT 3a pas, N03ToOMy Npu He06X0ANMOCTHU Bbl MOXeTe 06beMHUTD
HecKoJIbko halioB B zip-apxuB. MakcuManbHbI pa3mep OTNPaBKU B HACTOsILLLEe BpeMS CO-
ctaBnsieT 500 MB. Ecnu channbl, KOTOpble Bbl XOTUTE 3arpy3uTh, MPEBbILIAKOT 3TOT Npefern, Mbl
peKkoMeHAyeM OTMNpPaBUTb COOBLLLEHNE XYPHANUCTY, 06 bACHUB 3TO, YTOObI OHN MOITIM HACTPOUTb
Apyron cnocob nepegayn 4OKYMEHTOB.

Korpa Bawa nepenava 6ynet rotoBa, Haxmute "Submit”.
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SecureDrop | Protecting Journalists and Sources - Tor Browser - @ X

J"/ IG SecureDrop | Protect... x \"\\+

8 @& ~ € ®| wggejTaocitwk5xr.onion/lookup | ¢ ||Q Search | ®

EXIT

Submit Materials

SEB“REBRUP If you are already familiar with GPG, you can optionally encrypt your files and messages with our public key
before submission. Files are encrypted as they are received by SecureDrop. Learn more.

You can send a file, a message, or both.

> These documents outline a major government invasion
?0 of privacy|

| Browse... Nofile selected.

Maximum upload size: 300 MB

CANCEL & SUBMIT

Mocne aToro AoskHa NOSIBUTLCS CTPaHMLa, NoATBEPXAAtoLas, YTO COOOLLEHNE U/UNTN OKYMEH-
Tbl ObIJIN YCMELWHO OTNpPaBieHbl. Ha 3Tol cTpaHuLEe Bbl MOXETE elle pa3 oTnpaBuTb coobleHne
nn6o yBMOETb OTBETbI HA NpeablayLime COobLLeHMS.

SecureDrop | Protecting Journalists and Sources - Tor Browser - o X

j'/ & SecureDrop | Protect... % \"\\+

—

® @ -

| @ | waqgej7aocitwkSxr.onion/lookup | & ||Q Search | v =

EXIT

Success!
I]R P Thank you for sending this information to us. Please check back later for replies. Forgot
your codename?

Submit Materials

If you are already familiar with GPG, you can optionally encrypt your files and messages with our public key
before submission. Files are encrypted as they are received by SecureDrop. Learn more.

You can send a file, a message, or both.

Write a message.
-, g
1,

| Browse... Nofile selected.

Maximum upload size: 300 MB

CANCEL & SUBMIT
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MNocne oTnpaBKK [OKYMEHTOB, y6eauTech, YTO COXPaHWIN KOZ, U MOC/E MOXETE CMENIO HaXu-
maTb Ha "Exit":

SecureDrop | Protecting Journalists and Sources - Tor Browser - @ X
/Q SecureDrop | Protect... x\+
S & - @:‘ ® | wagej7aocitwk5xr.onion | @ ||Q search | =
o=, Important!
‘a\\\ Thank you for exiting your session! Please select "New Identity” from the green Onion button in the Tor

“l browser to clear all history of your SecureDrop usage from this device.

Submit documents Already submitted
for the first time something?

If this is your first time submitting If you have already submitted
documents fo journalists, start here. documents in the past, log in here to

check for responses.
& SUBMIT ® CHECK FOR A
DOCUMENTS RESPONSE

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4.

nOCﬂe,D,HVIVI war — CTEPETb UCTOPUKO OTMNPaBKN. [na atoro H606XO,D,I/IMO CHOBa 3anyCTuUTb Tor
nmbo 3aKpbITb 6pay3ep MOJIHOCTbIO N cnefoBaTh YBEOAOMJIEHUIO: HAXXMUTE Ha J1IOroTun Tor Ha
NnaHeJIM UHCTPYMEHTOB, BblﬁepMTe «New Identity» N HaxMuTe «Yes» B NafioroBOM OKHe, KOTOpoe
nosiBNAEeTCs, YTOObI noaTBeEPOUTDL, YTO Bbl XOTUTE NEPE3ANYCTUTb Tor Browser:

Confirm £3

E Tor Browser will close all windows and tabs. All website sessions will be lost.

Restart Tor Browser now to reset your identity?

[ INever ask me again
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» ITpogoIMKeHye guanora IIocijie OTIIpaBKy JOKYMEHTOB

Ecnu BbI yXXe oTnpaBunm MHopMaLuio 1 XOTUTE NPOBEPUTL OTBETbI, HaxxmuTe Ha "Check for a
Response” Ha nepBon cTpaHuLe SecureDrop COOTBETCTBYHOLLEN Meana-opraHn3aLmm.

SecureDrop | Protecting Journalists and Sources - Tor Browser - =&

j'.l .G SecureDrop | Protect... x.\"\+

® @ ~ © ?|®|wqgejTaociwkSxr.onion | @ ||Q search | ©

Submit documents Already submitted
for the first time something?

If this is your first time submitting If you have already submitted
documents to journalists, start here. documents in the past, log in here to

check for responses.
& SUBMIT ® CHECK FOR A
DOCUMENTS RESPONSE

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4.

Ha cnepytoluen cTpaHuLe y Bac 3anpocsAT Ball CEKPeTHbI Ko, BeeauTte ero u HaxmuTe Ha
"Continue”.

SecureDrop | Protecting Journalists and Sources - Tor Browser - @

J;"‘ SecureDrop | Protect... x.\'\\+

8 & - IZ::(- | @ & | waggejTaocitwk5xr.onion/login | & | |Q Search | o)

Enter Codename

SECUREDROP | |

Like all software, SecureDrop may contain security bugs. Use at your own risk. Powered by SecureDrop 0.4.
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Ecnuv XXypHanucT oTBeTus, To ero cooO6LLeHNe NoSABUTCA Ha cnep,yrou.l,eﬁ CTpaHuLe. OTa CTpaHuLa
NMO3BOJINT, TAKXE, 3arpy3nTb €Lle OOKYMEHT UJIK OTMNPaBUTb Apyroe COO6LIJ,€HVIe XYPHaInCTy.
[Mepen TeMm, KaK 3aKpbITb CTpaHuLy, Bbl fOJDKHDbI CTepeTb BCe OTBEThI. 3TO NOMOXET B cnyuyae,
€CJ1In Ball KOO KTO-TO Y3HAET, COXPaHUTb Bally UOEHTUYHOCTb, TaK KaK HUKTO HE CMOXET Npo4un-
TaTb Bally npenblaylyro nepermcky ¢ XypHasimctamMmu.

SecureDrop | Protecting Journalists and Sources - Tor Browser - = x

J & SecureDrop | Protect... » "'-.\+

St @ - I:(- | ® | wagejTaocitwk5xr.onion/lookup?from_login=1 | ||Q Search | B =

| Browse... Mo file selected.

Maximum upload size: 300 MB

CANCEL & SUBMIT

Get Replies

You have received a reply. To protect your identity in the unlikely event someone learns your
codename, please delete all replies when you're done with them. This also lets us know that you have
received our reply. You can respond by submitting a new message above.

‘ Thanks for the documents. Can you submit more information about the main program?

DELETE ALL REPLIES

fal Remember your codename is: Show

Ecnu Bbl coTpeTe coobLieHne, ydeguTech, UTO Ha 3KpaHe NOSBUTCSA cnepyiolLee coobLLeHue:

SecureDrop | Protecting Journalists and Sources - Tor Browser - @ X

J;"’ & SecureDrop | Protect... x \"\\+

St @ - {:I(-. | ® | wagej7aocitwk5xr.onion/lookup | & ||Q Search | B =

EXIT

O Reply deleted

SEI:"REBRUP Submit Materials

If you are already familiar with GPG, you can optionally encrypt your files and messages with our public key
befaore submission. Files are encrypted as they are received by SecureDrop. Learn more.

You can send a file, a message, or both.

Write a message.
= g
=0

| Browse... No file selected.
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Ecnu Ha cepBepe nosiBnseTcs 60sbLIOe KOIMYECTBO HOBbIX MCTOYHUKOB (KOTOpbIE cpasy pe-
TMCTPUPYHOTCS) U OH NEePEerpyXXeH MaTepyanamu, XypHanucT OTMeTUT Balle COOBLLEHNE U Bbl
yBuauTe coobLieHme Hxe. XKypHanucTbl He CMOryT HanMcaTb BaM OTBET, NMOKa Bbl He YBUAUTE
3TO coobLeHue nNo coobpaxeHUsam 6e3onacHOCTU. ITO NPOM3OUAET TONbKO B NEPBbIN pas, Kor-
[la XYpPHanuCT OTBETUT M C NOCNeayroLWMMy OTBeTaMM 3TOT wwar OyaeT oTcyTcTBOBaTb. Haxmure
"Refresh” unu Bongute cHoBa, YTOObI y3HATb, OTBETWI JIN XXYPHASUCT.

SecureDrop | Protecting Journalists and Sources - Tor Browser - @ X

| & SecureDrop | Protect... % | +

St @ - (- | ® | wagej7aocitwk5xr.onion/lookup?from_login=1 | ||Q Search | B =

EXIT

Whew, it's you! Now, the embarrassing part...

I]R P Our servers experienced an unusual surge of new activity, when you last visited. This could
have been human activity, an automated attack, or just some random blip. To err on the side
of caution, we put a hold on sending all documents from that day through to our journalists.

Now that we know you're really a human, though, we’ll get your previous submission into the
hands of a journalist straight away. We're sorry for the delay. Please do check back again in
a week or so.

Submit Materials

If you are already familiar with GPG, you can optionally encrypt your files and messages with our public key
before submission. Files are encrypted as they are received by SecureDrop. Learn more.

You can send a file, a message, or both.

Write a message.
— ] g
1

Browse... No file selected.

Maximum upload size: 300 MB

nOBTOpI/ITe 3TU Warn ana nponoJikeHus OGIJJ,EHVIH C XYpHaJINCTOM.

9toT «['Up AN MCTOUYHMKA» - afallTUPOBaHHbIN nepeBof RISE Moldova
OpMTMHANBHOIO rnza ,Source Guide”, omy6ukoBaHHOr0 SecureDrop.


https://www.rise.md/
https://docs.securedrop.org/en/stable/source.html
https://docs.securedrop.org/en/stable/index.html

